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.($0$1$1�3$'$�*60
$EVWUDN

7XMXDQ� NHDPDQDQ� SDGD� VLVWHP� WHOHNRPXQLNDVL� VHOXOHU�DGDODK� XQWXN� PHQJDPDQNDQ� VXDUD� GDQ� GDWD� GDODP�WUDQVPLVL� GDUL� LQWHUFHSWLRQ �SHODFDNDQ�� GDQ� IUDXG�NHFXUDQJDQ�� GDUL� SLKDN�SLKDN� \DQJ� WLGDN� EHUKDN��$XWKHQWLFDWLRQ �SHPEXNWLDQ� NHDVOLDQ�� � GDQ� HQNULSVL�PHPDVWLNDQ�NHDPDQDQ�GDODP�MDULQJDQ�*60�
�� 3(1'$+8/8$1

.HMDKDWDQ� VHOXOHU� PXODL� PHUHEDN� SDGD� VDDW� VHOXOHU� PDVLK� PHQJJXQDNDQ� VLVWHP�DQDORJ��'LPDQD�EDLN�YRLFH�GDQ�GDWD�GDUL�SHODQJJDQ�VHOXOHU�DQDORJ�GLWUDQVPLVLNDQ� WDQSD�PHQJJXQDNDQ�HQNULSVL��VHKLQJJD�VHWLDS�RUDQJ�GHQJDQ�PHQJJXQDNDQ�UDGLR�DOO�EDQG�GDSDW�PHQGHQJDUNDQ���PHQ\DGDS�SHPELFDUDDQ�SDGD�VHOXOHU��%DKNDQ�GDSDW�PHODNXNDQ�SDQJJLODQ�GHQJDQ�PHPDQIDDWNDQ�GDWD�SHODQJJDQ�RUDQJ�ODLQ��FORQLQJ��
7XQWXWDQ� GDUL� GXQLD� LQGXVWUL� EDKZD� VLVWHP�RSHUDWRU� KDUXV� GDSDW�PHPDVWLNDQ� EDKZD�SHODQJJDQ� \DQJ� PHPLQWD� SHOD\DQDQ� DGDODK� YDOLG� �$XWKHQWLFDWLRQ�� GDQ� SHODQJJDQ�PHQJLQJLQNDQ�DNVHV�\DQJ�PHPLOLNL�SULYDVL��NHUDKDVLDDQ�GDWD���VHEXDK�VLVWHP�\DQJ� OHELK�EDLN� WHUDVD� VDQJDW� GLSHUOXNDQ�� .RPXQLNDVL� *OREDO� 6\VWHP� IRU� 0RELOH� �*60�� \DQJ�PHUXSDNDQ�VHEXDK�VWDQGDU�EDUX�PXQFXO�SDGD�WDKXQ�������3DGD�DZDOQ\D�PXQFXO�GL�(URSD�GDQ� PHQJJXQDNDQ� IUHNXHQVL� UDGLR� ���0K]�� VHKLQJJD� ELDVD� GLVHEXW� *60����� 'DQ�NHPXGLDQ�PHQMDGL�VWDQGDU�XQWXN�NRPXQLNDVL�VHOXOHU�GLJLWDO�\DQJ�PHPLOLNL�NHPDQDQ�\DQJ�OHELK�EDLN�GLEDQGLQJNDQ�GHQJDQ�VLVWHP�DQDORJ�VHEHOXPQ\D�
3HUEDQGLQJDQ� VLVWHP� *60� GHQJDQ� VLVWHP� DQDORJ�� VLVWHP� *60� PHQ\HGLDNDQ�PHNDQLVPH� NHDPDQDQ� GDQ� $XWKHQWLFDWLRQ�� .HDPDQDQ� VLVWHP� *60� DGDODK� EDJLDQ� GDUL�NHPDMXDQ� VLVWHP� GLJLWDO�� VHMDN� VSHHFK� FRGLQJ� DOJRULWPD� PXODL� GLSHUJXQDNDQ�� 8QWXN�PHQ\DGDS� LQIRUPDVL�SDGD� VLVWHP�*60�GLSHUOXNDQ�DODW� WDPEDKDQ�\DQJ� ODLQ�� WLGDN�KDQ\D�
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EHUPRGDONDQ�UDGLR�DOO�EDQG��.HPDPSXDQ�$XWKHQWLFDWLRQ GDQ�HQNULSVL�GLWDZDUNDQ�VLVWHP�*60�XQWXN�PHPDVWLNDQ�NHPDQDQ�SDGD�VLVWHP�VHOXOHU�
0DQDNDOD�LQIRUPDVL�DNDQ�GLWUDQVIHU�PHODOXL�MDULQJDQ�VHOXOHU�NHDPDQDQ�PHUXSDNDQ�PDVDODK� \DQJ� VDQJDW� SHQWLQJ� GDQ� ELVD� GLMDGLNDQ� VHEDJDL� REMHN� XQWXN� VHEXDK� WLQGDN�NHMDKDWDQ�� 3DGD� EDJLDQ� EHULNXWQ\D� DNDQ� GLMHODVNDQ� PHQJHQDL� NHDPDQDQ� *60� GHQJDQ�KDUDSDQ�GDSDW�GLPHQJHUWL�NHDPDQDQ�V\VWHP�VHOXOHU�WHUVHEXW�

�� -$5,1*$1�*60
-DULQJDQ� *60� DGDODK� VLWHP� MDULQJDQ� GLJLWDO� \DQJ� DPDQ� GDQ� GL� GHVDLQ� XQWXN�PHQJJDQWLNDQ� VLVWHP� DQDORJ�� � %DQ\DN� IHDWXUH� VHSHUWL� DOJRULWPD� \DQJ� OHELK� EDLN� GDQ�WHNQLN� HQNULSVL� GLSHUJXQDNDQ� GDODP� VLVWHP� LQL�� XQWXN� PHQGDSDWNDQ� NHDPDQDQ� \DQJ�WHUNHQGDOL��.HDPDQDQ�GDODP�VLVWHP�*60�WHUGLUL�GDUL�WLJD�NDWHJRUL�IXQJVL�\DLWX �
6XEVFULEHU�LGHQWLW\�FRQILGHQWLDOLW\ �.HUDKDVLDDQ�LGHQWLWDV�SHODQJJDQ�
6XEVFULEHU�LGHQWLW\�DXWKHQWLFDWLRQ �SHPEXNWLDQ�NHDVOLDQ�LGHQWLWDV�SHODQJJDQ�
6LJQDOLQJ�GDWD�DQG�XVHU�GDWD�FRQILGHQWLDOLW\ �NHUDKDVLDDQ�SHQJLULPDQ�GDWD�GDQ�GDWD�SHODQJJDQ� �

.HDPDQDQ�GDODP�VLVWHP�*60�LQL�DNDQ�GLEDKDV�OHELK�ODQMXW�GDODP�VXE�EDE����3HODQJJDQ�SDGD� MDULQJDQ�GLEHUL� LGHQWLWDV�\DQJ�XQLN�ROHK�,QWHUQDWLRQDO�0RELOH�6XEVFULEHU�,GHQWLW\� �,06,��� EHUVDPD� GHQJDQ� VHFUHW� NH\�NXQFL� UDKDVLD� �.L�� \DQJ� XQLN� XQWXN�PRELOH�GHYLFH��'DWD�\DQJ�VHQVLWLI�WLGDN�GLSDQFDUNDQ�PHODOXL�SDWK�UDGLR��PHODLQNDQ�PHQJJXQDNDQ�VHEXDK�PHNDQLVPH�\DQJ�GLVHEXW�&KDOOHQJH�DQG�5HVSRQ��\DQJ�EHUEDVLV�SDGD�HQNULSVL�GDQ�GLJXQDNDQ� XQWXN� PHODNXNDQ� DXWKHQWLFDWLRQ�� .RPXQLNDVL� VXDUD� PHQJJXQDNDQ� HQNULSVL�\DQJ�PHPDNDL�UDQGRP�WHPSRUDU\�JHQHUDWHG�FLSKHULQJ�NH\ �.F��
���� &U\SWRJUDSK\

3DGD�EDJLDQ� LQL� DNDQ�PHPEDKDV�PHQJHQDL� FU\SWKRJUDSK\�GHQJDQ�SHQHNDQDQ�SDGD�IHDWXUH�\DQJ�DGD�SDGD�VLVWHP�*60�
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������ 6\PPHWULF�$OJRULWKPV
$OJRULWPD�6\PPHWULF�DGDODK�DOJRULWPD�GLPDQD�HQNULSVL�GDQ�GHNULSVL�PHQJJXQDNDQ�NXQFL�\DQJ�VDPD��6HEDJDL�FRQWRK��MLND�SODLQWH[W�GLWDQGDL�ROHK�YDULDEOH�3��FKLSHUWH[W�ROHK�&�� HQNULSVL� GHQJDQ� NXQFL� [� ROHK� IXQJVL� ([��� GDQ� GHNULSVL� GHQJDQ� NXQFL� [� ROHK� '[���NHPXGLDQ�DOJRULWPD�V\PPHWULF�VHFDUD�IXQJVLRQDO�GLXUDLNDQ�VHEDJDL�EHULNXW��
&� �([��3�
3� �'[��&�
3� �'[��([��S��
$OJRULWPD�HQNULSVL�\DQJ�EDLN��NHDPDQD�GDWD�WHUOHWDN�SDGD�NHDPDQDQ�NXQFL��&RQWRK�GDUL� DOJRULWPD� V\PPHQWULF�\DQJ� VXGDK�FXNXS� WHUNHQDO�DGDODK�'DWD�(QFU\SWLRQ�6WDQGDUG��'(6���(QNULSVL�$OJRULWPD�V\PPHWULF�GLEDJL�PHQMDGL�EORFN�FKLSKHUV�GDQ�VWUHDP�FKLSHUV�

�������� %ORFN�&LSKHUV
6HSHUWL� QDPDQ\D�� EORFN� FKLSHUV� HQNULS� DWDX� GHNULS� GDWD�� GDODP� EORN� DWDX� JURXS�ELWV��'(6�PHQJJXQDNDQ�NXQFL����ELW�GDQ�SURVHV�GDWD�GDODP����ELW�EORN��PHQJKDVLONDQ����ELWV�HQNULS�GDWD�XQWXN����ELW LQSXW�GDQ�VHEDOLNQ\D��$OJRULWPD�%ORN�OHELK�ODQMXW��GLWDQGDL�ROHK� PRGH� RSHUDVLQ\D�� VHSHUWL� (OHFWURQLF� FRGH� ERRN� �� (&%��� FKLSHU� EORFN� FKDLQLQJ� ��&%&��GDQ�FKLSHU�IHHGEDFN���&)%���&%&�GDQ�&)%�DGDODK�FRQWRK�PRGH�RSHUDVL�GL�PDQD�HQFU\SWLRQ�GDUL�EORN�EHUXUXWDQ�DGDODK�EHUJDQWXQJ�SDGD�NHOXDUDQ�VDWX�DWDX�OHELK�VHEHOXP�HQNULSVL�� 0RGH� LQLODK� \DQJ� GLLQJLQNDQ� VHEDE� PHUHND� PHPLVDKNDQ� VDWX� SHU� VDWX�NRUVSRQGHQ� DQWDUDEORN� FLSKHUWH[W� GDQ� EORN� SODLQWH[W� �VHSHUWL� SDGD� PRGH� (&%��� %ORN�&KLSHU�GLWHUDSNDQ�VHEDJDL�VHEXDK�NRPSRQHQ�GDUL�VWUHDP�FKLSHU�

�������� 6WUHDP�&LSKHUV
6WUHDP�FKLSHU�EHURSHUDVL�SDGD�EDVLV�ELW�SHU�ELW��PHQJKDVLONDQ�ELW�HQNULS� WXQJJDO�XQWXN�VHEXDK�ELW�SODLQWH[��8PXPQ\D�VWUHDP�FKLSHU�GLLPSOHPHQWDVLNDQ�VHSHUWL�H[OXVLYH�RU��;25��GDUL�GDWD�VWUHDP�GHQJDQ�NH\VWUHDP��.HDPDQDQ�GDUL�VWUHDP�FKLSHU�GLWHQWXNDQ�ROHK�SURSHUWL� NH\VWUHDP�� 6HEXDK� NH\VWUHDP� \DQJ� DFDN�UDQGRP� DNDQ� HIHNWLI� ELOD�
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GLLPSOHPHQWDVLNDQ�SDGD�XQEUHDNDEOH�RQH�WLPH�SDG�HQF\SWLRQ GDQ�VHEXDK�NH\VWUHDP�\DQJ�GHWHUPLQLVWLF�GHQJDQ�SHULRGH�\DQJ�SHQGHN�DNDQ�PHPLOLNL�NHDPDQDQ�\DQJ NXUDQJ�EDLN�
/LQHDU� )HHGEDFN� 6KLIW� 5HJLVWHUV� �/)65V�� DGDODK� VHEXDK� NRPSRQHQ� NH\� GDUL�EDQ\DN�VWUHDP�FKLSHU��/)65V�GLLPSOHPHQWDVLNDQ�VHSHUWL�VHEXDK�VKLIW�UHJLVWHU�GLPDQD�ELW�\DQJ�NRVRQJ�GLKDVLONDQ�GDUL�SHUJDQWLDQ�VHEXDK�VKLIW� VXDWX�IXQJVL�VWDWH�\DQJ�VHEHOXPQ\D��'HQJDQ� SHPLOLKDQ� XPSDQ� EDOLN� \DQJ� WHSDW�� /)65V� GDSDW� EHUIXQJVL� VHSHUWL� SHPEDQJNLW��DQJND� \DQJ� DFDN� �SVHXGR�UDQGRP� QXPEHU� JHQHUDWRUV��� /)656� PHPSXQ\DL� NHOHELKDQ�WDPEDKDQ�\DLWX�PXGDK�GLWHUDSNDQ�SDGD�SHUDQJNDW�NHUDV�
3DQMDQJ� VHTXHQFH� PDNVLPDO� �DWDX� P�VHTXHQFH�� VDPD� GHQJDQ� �Q��� GL� PDQD� Q�DGDODK� GHUDMDW� WLQJNDW�SDQJNDW� VKLIW� UHJLVWHU�� 6HEDJDL� FRQWRK�� SDQMDQJ� PD[LPDO� /)65�VHSHUWL� GLWXQMXNNDQ� JDPEDU� ��� /)65� LQL� DNDQ�PHQJKDVLONDQ�P�VHTXHQFH� \DQJ� SHULRGLN�VHSHUWL� EHLNXW� LQL� ������������������������������������ ������������������������������������������������������

*DPEDU����(PSDW�6WDJH�/LQHDU�)HHGEDFN�6KLIW�5HJLVWHU��/)65�
'HQJDQ� PDNVXG� PHQJKDVLONDQ� P�VHTXHQFH�� WDS� XPSDQ� EDOLN� GDUL� /)65� KDUXV�EHUSDVDQJDQ� GHQJDQ� SRO\QRPLDO� PRGXOR�� SDQJNDW� Q�� 'HVDLQ� VWUHDP� FKLSHU� WHUGLUL� GDUL�EHUEDJDL�/)656�GHQJDQ�EHUEDJDL�VNHPD�LQWHUNRQHNVL�GDQ�FORFNLQJ��$OJRULWPD�*60�$���GLJXQDNDQ� XQWXN� HQNULSVL� VXDUD� GDQ� VLJQDOLQJ� GDWD� SDGD� *60� DGDODK� VWUHDP� FKLSHU�GHQJDQ�EDVHG�SDGD�/6)5V�FRQWUROHU�SDGD�FORFN�WLJD�
������ 3XEOLF�.H\�$OJRULWKP

$OJRULWPD� SXEOLF� NH\� GLWDQGDL� ROHK� GXD� NH\�� SXEOLF� GDQ� SULYDWH� NH\�� \DQJ�PHODNVDQDNDQ�IXQJVL�NRPSOHPHQWHU��3XEOLF�GDQ�SULYDWH�NH\�DGDODK�VDWX�SDVDQJ��LGHDOQ\D�SULYDWH� NH\� WLGDN� PXQJNLQ� GLVLPSXONDQ� GDUL� SXEOLF� NH\�� GLPDQD� SXEOLF� NH\� GDSDW�
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GLGLVWULEXVLNDQ� VHFDUD� WHUEXND�� 'DWD� \DQJ� GLHQNULSVL� GHQJDQ� SXEOLF� NH\� KDQ\D� GDSDW�GLGHNULSVL�GHQJDQ�SULYDWH�NH\�SDVDQJDQQ\D�GDQ�VHEDOLNQ\D��)XQJVL�LQL�GDSDW�GLWXQMXNNDQ�VHSHUWL�EHULNXW��
& (SXE��3���3 'SULY�&�
& (SULY��3���3 'SXE�&�

&RQWRK� \DQJ� SDOLQJ� XPXP� GDUL� SXEOLF� NH\� DOJRULWKP� DGDODK� 56$�� VLQJNDWDQ� GDUL�SHQFLSWDQ\D�5LYHVW��6KDPLU�GDQ�$GOHPDQ�
������ 2QH�:D\�+DVK�)XQFWLRQ

%LDVDQ\D�� IXQJVL� KDVK VDWX� DUDK� PHQJKDVLONDQ� SDQMDQJ� RXWSXW� \DQJ� WHWDS� \DQJ�GLEHULNDQ�ROHK�DUELWUDU\�LQSXW��.HDPDQDQ�IXQJVL�KDVK�VDWX�DUDK�GL�GHVDLQ�VHGHPLNLDQ�UXSD�VHKLQJJD�FRPSXWDWLRQDOO\� � WLGDN�PXQJNLQ�XQWXN�PHQHQWXNDQ�PDVXNDQ�LWX�PHPEHUL�QLODL�KDVK��DWDX�XQWXN�PHQHQWXNDQ�GXD�PDVXNDQ�XQLN�GLPDQD�KDVK�PHPLOLNL�QLODL�\DQJ�VDPD��&RQWRK� GDUL� IXQJVL� KDVK� VDWX� DUDK� SDGD� 0'�� \DQJ� GLNHPEDQJNDQ� ROHK� 5RQ� 5LYHVW��GLPDQD� XQWXN� PHQJKDVLONDQ� QLODL� ����ELW� KDVK�� GDQ� 6HFXUH� +DVK� $OJRULWKP� �6+$��GLNHPEDQJNDQ� ROHK� 1DWLRQDO� ,QVWLWXWHV� RI� 6WDQGDUGV� DQG� 7HFKQRORJ\� �1,67��� \DQJ�PHQJKDVLONDQ�����ELW�RXW�SXW�
6XDWX� DSOLNDVL� \DQJ� NKDV� GDUL� IXQJVL� KDVK� VDWX� DUDK� DGDODK� XQWXN� PHQJKLWXQJ�VHEXDK� �PHVVDJH� GLJHVW�� \DQJ� PHPXQJNLQNDQ� SHQHULPD� XQWXN� PHPYHULILNDVL� NHDVOLDQ�GDWD� GHQJDQ� PHQ\DOLQ� SHUKLWXQJDQ� LWX� GDQ� PHPEDQGLQJNDQ� KDVLOQ\D�� .HOXDUDQ� )XQJVL�KDVK� VDWX� DUDK� GLHQNULSVL� GHQJDQ� VXDWX� DOJRULWPD� NH\� SXEOLF� PHPEHQWXN� EDVLV� XQWXN�WDQGDWDQJDQ� GLJLWDO� �GLJLWDO� VLJQDWXUHV��� VHSHUWL� $OJRULWPD� 7DQGDWDQJDQ� 'LJLWDO� �'6$��PLOLN�1,67�
6HEXDK� NH\�GHSHQGHQW� IXQJVL� KDVK� VDWX� DUDK� PHPHUOXNDQ� VXDWX� NH\� XQWXN�PHQJKLWXQJ� GDQ� PHPYHULILNDVL� QLODL� KDVK�� ,QL� VDQJDW� EHUPDQIDDW� XQWXN� WXMXDQ�DXWKHQWLFDWLRQ�� GLPDQD� VHRUDQJ� SHQJLULP� GDQ� SHQHULPD� EROHK�PHQJJXQDNDQ� VXDWX� NH\�GHSHQGHQW�IXQJVL�KDVK�GL�GDODP�VXDWX�VNHPD�FKDOOHQJH�UHVSRQVH��6HEXDK�NH\�GHSHQGHQW�IXQJVL�KDVK�VDWX�DUDK�GDSDW�GLLPSOHPHQWDVLNDQ�GHQJDQ�KDQ\D�PHQDPEDKNDQ�NH\�WHUVEXW�NHSDGD� PHVVDJH� GDQ� PHQJKLWXQJ� QLODL� KDVK�� 3HQGHNDWDQ� \DQJ� ODLQ� DGDODK� GHQJDQ�
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PHQJJXQDNDQ� VHEXDK� EORFN� FLSKHU� GDODP�PRGH� FLSKHU� IHHGEDFN� �&)%��� GHQJDQ RXWSXW�\DQJ�WHODK�GLHQNULSVL�SDGD�EORFN�WHUDNKLU��PHPDQJJLOQ\D�SDGD�PRGH�&)%�\DQJ�GLEHULNDQ�RXWSXW�EORN�\DQJ�EHUJDQWXQJ�SDGD�RXWSXW�EORFN�VHEHOXPQ\D���$OJRULWPD�$��GDQ�$��GDUL�*60�DGDODK�NH\�GHSHQGHQW� IXQJVL� KDVK� VDWX� DUDK��$OJRULWPD�$��GDQ�$��*60� �DGDODKPLULS�GDODP�IXQJVL�GDQ�LPSOHPHQWDVL�XPXP�VHSHUWL�DOJRULWPD�WXQJJDO�\DQJ�ELDVD�GLVHEXW�&203����
���� ,PSOHPHQWDVL�.HDPDQDQ�*60

7HUGDSDW� WLJD� HOHPHQ� \DQJ� EHUEHGD� GLPDQD� PHNDQLVPH� NHDPDQDQ� *60�GLLPSOHPHQWDVLNDQ��\DLWX���6XEVFULEHU�,GHQWLW\�PRGXOH��6,0���*60�KDQGVHW�GDQ�MDULQJDQ�*60��
6XEVFULEHU�,GHQWLW\�PRGXOH��6,0�
6,0� EHULVL� ,06,�� VHFUHW� NH\ \DQJ� XQLN� �.,�� XQWXN�PRELOH� GHYLFH�� FLSKHULQJ� NH\�JHQHUDWLQJ DOJRULWKP �$���� DXWKHQWLFDWLRQ� DOJRULWPD �$��� GDQ� 3HUVRQDO�,GHQWLILFDWLRQ� 1XPEHU �3,1��� $OJRULWPD� DXWKHQWLFDWLRQ �$��� \DQJ� GLSHUJXQDNDQ�GLVLQL� DGDODK� XQWXN� SLOLKDQ� RSHUDWRU�� VHKLQJJD� RSHUDWRU� GDSDW� EHNHUMD� DQWDU�RSHUDWRU�WDQSD�DOJRULWPD�DXWKHQWLFDWLRQ GDQ�VHFUHW�NH\��NL��GHQJDQ�RSHUDWRU�\DQJ�ODLQ�
*60�KDQGVHW�
+DQGVHW�EHULVL�FLSKHULQJ�DOJRULWPD��$����\DQJ�KDUXV�EHNHUMD�GHQJDQ�FXNXS�FHSDW�VHKLQJJD�GLLPSOHPHQWDVLNDQ�SDGD�OHYHO�KDUGZDUH�
-DULQJDQ�*60
-DULQJDQ�EHULVL�HQNULSVL�DOJRULWPD��$���$��GDQ�$��
3DGD� JDPEDU� �� PHQXQMXNNDQ� GLVWULEXVL� GDUL� NHDPDQDQ� LQIRUPDVL� \DQJ� WHULGLUL�GDUL�WLJD�HOHPHQ��6XEVFULEHU�,GHQWLW\�PRGXOH��6,0���*60�KDQGVHW�DWDX�06�GDQ�MDULQJDQ�*60�� 'DODP� MDULQJDQ� *60�� NHDPDQDQ� LQIRUPDVL� GLGLVWULEXVLNDQ� DQWDU� SXVDW�$XWKHQWLFDWLRQ� �$8&��� +RPH� /RFDWLRQ� 5HJLVWHU� �+/5�� GDQ� 9LVLWRU� /RFDWLRQ� 5HJLVWHU�
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�9/5��� $8&� EHUWDQJJXQJ� MDZDE� SHPEDQJNLWDQ� 5$1'�� 65(6� GDQ� .F� \DQJ� GLVLPSDQ�SDGD� +/5� GDQ� 9/5� XQWXN� VXEVHTXHQW� \DQJ� EHUJXQD� SDGD� IXQJVL� DXWKHQWLFDWLRQ GDQ�SURVHV�HQNULSVL�

*DPEDU����'LVWULEXVL�IHDWXUH�NHDPDQDQ�SDGD�MDULQJDQ�*60
���� $OJRULWPD�(QNULSVL�*60

7HUGDSDW� QRPHU� GDUL� DOJRULWPD� HQNULSVL� \DQJ� GLLPSOHPHQWDVLNDQ� SDGD� *60�VLVWHP��
$��± $OJRULWPD�SODFHKROGHU�GDUL�DXWKHQWLFDWLRQ *60
$��± $OJRUWLPD�*60�VWUHDP�FKLSHU��GLPDQD�WHUGDSDW�HPSDW�LPSOHPHQWDVL��
$����± 'DODP�DOJRULWPD�WLGDN�WHUGDSDW�HQNULSVL
$����± -XJD�GLNHQDO�VHEDJDL�DOJRULWPD�³VWURQJ�RYHU�WKH�DLU�YRLFH�SULYDF\´�
$����± ,PSOHPHQWDVL�\DQJ�OHELK�OHPDK�GDUL�$���
$����± $OJRULWPD�HQNULSVL�EDUX�\DQJ�GLSHUNHQDONDQ�SDGD�-XOL�����
*60�GL�GHVDLQ�XQWXN�GLSHUJXQDNDQ�GL�(URSD�%DUDW��GDQ�UHJXODVL�H[SRUW�WLGDN�PHQJLMLQNDQ�WHNQRORJL� \DQJ� DVOL� GLSHUJXQDNDQ� GL� OXDU� (URSD�� 8PXPQ\D� $���� GLSHUJXQDNDQ� ROHK�QHJDUD�QHJDUD�GL�(URSD�GDQ�$����GLJXQDNDQ�ROHK�QHJDUD�QHJDUD�GLOXDU�(URSD�
$��± $OJRULWPD�&KLSHULQJ�NH\�JHQHUDWLQJ
&RPS����RQH�ZD\�IXQFWLRQ�\DQJ�VDDW�LQL�GLSHUJXQDNDQ�SDGD�MDULQJDQ�*60�$��GDQ�$���WHWDSL� DOJRULWPD�FRPS���� WHODK�GDSDW� GLSHFDKNDQ��$OJRULWPD� LQL� WHODK�GLEXNWLNDQ�XQWXN�



�

VHEXDK�NHVDODKDQ� VHKLQJJD�VHFUHW� NH\�GDSDW�GLSHFDKNDQ�GHQJDQ�6,0�OHYHO� ���� TXHULHV��GDODP�ZDNWX�HPSDW�MDP�
���� )XQJVL�.HDPDQDQ�*60

7HUGDSDW�WLJD�NDWHJRUL�IXQJVL�NHDPDQDQ�\DQJ�GLVHGLDNDQ�ROHK�VLVWHP�*60��\DLWX��
������ 6XEVFULEHU�LGHQWLW\�FRQILGHQWLDOLW\��DQRQ\PLW\�

,QIRUPDVL� SHODQJJDQ� DGDODK� KDO� XWDPD� \DQJ� KDUXV� GLOLQGXQJL�� GDUL�NHPXQJNLQDQ�SHQJJDQJJX�� .HERFRUDQ� GDUL� WUDQVPLVL� SDGD� UDGLR� MXJD� KDUXV� GLKLQGDUL�� +DO� LQL� GDSDW�GLODNXNDQ�GHQJDQ�PHQJJXQDNDQ�7HPSRUDU\�0RELOH�6XEVFULEHU�,GHQWLW\��706,���,GHQWLWDV�DVOL�GDUL�SHODQJJDQ�DNDQ�GLJXQDNDQ�NHWLND�SHODQJJDQ�SHUWDPD�NDOL�PH\DODNDQ�KDQGVHWQ\D��706,� NHPXGLDQ� DNDQ� PXODL� DNWLI� GLMDODQNDQ�� 706,� DNDQ� PHQJLULP� NH� 06� VHWHODK�PHODNXNDQ�SURVHGXUH�DXWKHQWLFDWLRQ�GDQ�HQNULSVL��06 DNDQ�PHUHVSRQ�GHQJDQ�PHODNXNDQ�NRQILUPDVL�DWDV�706,�\DQJ�GLWHULPDQ\D��706,�DGDODK�YDOLNG�EHQDU�GDODP�ORNDVL�GLPDQD�706,�WHUVHEXW�GLNHOXDUNDQ��3URVHV�DORNDVL�DWDX�UHDORNDVL�706,�VHSHUWL�GLWXQMXNNDQ�SDGD�JDPEDU����

*DPEDU����6XEVFULEHU�,GHQWLW\�&RQILGHQWLDOLW\
������ 6XEVFULEHU�LGHQWLW\�DXWKHQWLFDWLRQ��$XWKHQWLFDWLRQ�

7XMXDQ� GDUL� DXWKHQWLFDWLRQ DGDODK� XQWXN� PHQJLQGHQWLILNDVL� SHODQJJDQ� \DQJ� DVOL�GDQ�EHUKDN�SDGD�RSUDWRU�MDULQJDQ��VHKLQJJD�RSHUDWRU�GDSDW�PHPDVWLNDQ�WDJLKDQ�GLWXMXNDQ�



��

NHSDGD� RUDQJ� \DQJ� WHSDW�� 2OHK� NDUHQD� LWX� DXWKHQWLFDWLRQ \DQJ� KDQGDO� SHUOX�GLLPSOHPHQWDVLNDQ�XQWXN�PHOLQGXQJL�RSUDWRU�GDUL�NHMDKDWDQ�WDJLKDQ�
,QL� GLFDSDL� GHQJDQ PHQJJXQDNDQ� PHNDQLVPH� \DQJ� GLVHEXW� ³&KDOOHQJH� DQG�5HVSRQVH´��6XDWX�UDQGRP�FKDOOHQJH�5 �DFDN�����ELWV��5$1'��GLNHOXDUNDQ�GDUL�MDULQJDQ�NH�PRELOH� �06���06�PHQJKLWXQJ����ELW�VLJQHG�UHVSRQVH��65(6��\DQJ�EHUEDVLV�HQNULSVL�SDGD� UDQGRP� QXPEHU� �5$1'�� GHQJDQ�PHQJJXQNDQ� DOJRULWPD� DXWKHQWLFDWLRQ �$��� GDQ�VHFUHW� NH\ �.L�� \DQJ� XQLN� SDGD� PRELOH�� GDQ� DNDQ� PHQJLULP� NHPEDOL� ��� ELW� 6LJQHG�5HVSRQVH �65(6�� NH� MDULQJDQ�� 2SHUDWRU� NHPXGLDQ� PHODNXNDQ� FHN� WHUKDGDS� UHVSRQ�NHSDGD�FKDOOHQJH��GHQJDQ� �PHODNXNDQ�KDO�\DQJ� VDPD�NH�FKDOOHQJH�� MLND�KDVLOQ\D�DGDODK�VDPD� VHSHUWL� UHVSRQ� \DQJ� GLWHULPD� DXWKHQWLFDWLRQ� WHODK� EHUKDVLO�� -LND� QLODL� WLGDN� VDPD�NRQHNVL�DNDQ�GLSXWXV�GDQ�DXWKHQWLFDWLRQ�JDJDO��6HSHUWL�GLWXQMXNNDQ�SDGD�JDPEDU���

*DPEDU����0HNDQLVPH�*60�DXWKHQWLFDWLRQ
������ 6LJQDOLQJ� GDWD� DQG� XVHU� GDWD� FRQILGHQWLDOLW\� �8VHU� GDWD� DQG� VLJQDOLQJ�SURWHFWLRQ�

6HWHODK� NRQHNVL� EHUODQJVXQJ� �HVWDEOLVK��� VHPXD� WUDQVIHU� GDWD� \DQJ� PHODOXL�MDULQJDQ�SHUOX�XQWXN�GLOLQGXQJL��,QIRUPDVL�SHQJJXQD�VHSHUWL�606�GLWUDQVIHU�SDGD�VHEXDK�PRGH� SDNHW� FRQHFWLRQOHVV PHODOXL� VHEXDK� VLJQDOLQJ� FKDQQHO�� DWDX� VXDUD� GDQ� EHEHUDSD�NRPXQLNDVL� EXNDQ� VXDUD� HVWDEOLVK SDGD� NRQHNVL� SK\VLFDO�PHODOXL� LQWHUIDFH� UDGLR�� KDUXV�GLDPDQNDQ�GHQJDQ�VHEDLN�EDLNQ\D�



��

8QWXN� PHQFDSDL� NHUDKDVLDDQ�� EHUEDJDL� PHNDQLVPH� SHQJDPDQDQ� GLSHUOXNDQ�VHSHUWL�� PHWRGH� FKLSHULQJ�� NH\� VHWWLQJ�� SURVHV� HQFKLSHULQJ� GDQ� GHFKLSHULQJ� VHUWD�VLQNURQLVDVL��
6HWHODK�EHUKDVLO�PHODNXNDQ�SURVHV�DXWKHQWLFDWLRQ VHSHUWL�GLMHODVNDQ�VHEHOXPQ\D��EDLN�PRELOH� GDQ� MDULQJDQ�PHQJJXQDNDQ� DOJRULWPD�$�� XQWXN� GHFU\SW� WKH� UHVSRQVH DJDU�GDSDW�PHPSHUROHK����ELWV�NH\�.F��&KLSHULQJ�NH\�GLKLWXQJ�GHQJDQ�PHQJJXQDNDQ�DSOLNDVL�\DQJ�VDPD�5DQGRP�1DPEHU��5$1'��\DQJ�GLJXQDNDQ�SDGD�SURVHV�DXWKHQWLFDWLRQ���2OHK�NDUHQD�LWX�DOJRULWPD�HQNULSVL�$��GDQ�NH\�.F�GLJXQDNDQ�XQWXN�HQNULSVL�GDWD�\DQJ�GLNLULP�PHODOXL� UDGLR� SDWK� GHQJDQ� WXMXDQ� XQWXN� PHQGDSDWNDQ� SULYDF\�� &KLSHULQJ� NH\� GDSDW�GLUXEDK�SDGD�ZDNWX�WHUWHQWX�VHVXDL�GHQJDQ�GHVDLQ�MDULQJDQ�GDQ�SHUWLPEDQJDQ�NHDPDQDQ��3DGD�JDPEDU���PHPSHUOLKDWNDQ�SHUKLWXQJDQ�GDUL�FKLSKHULQJ�NH\��.F��

*DPEDU����0HNDQLVPH�&KLSHULQJ�.H\�*HQHUDWLRQ
.H\� .F� DNDQ� GLVLPSDQ� GDQ� GLJXQDNDQ� GDODP� PRELOH� GHYLFH XQWXN� WUDQVPLVL�VDPSDL� GLXSGDWH� SDGD� DXWKHQWLFDWLRQ \DQJ� DNDQ� GDWDQJ�� +DO� LQL� MXJD� SHQWLQJ� EDKZD�HQFKLSHULQJ� VWUHDP SDGD� VHEXDK� HQG� KDUXV� GLVLQNURQLVDVL� GHQJDQ� GHFKLSHULQJ� VWUHDPSDGD� HQG� \DQJ� ODLQ��0HNDQLVPH�PRGH� LQLVLDOLVDVL� &KLSHULQJ� VHSHUWL� GLSHUOLKDWNDQ� SDGD�JDPEDU���



��

*DPEDU����0HNDQLVPH�PRGH�LQLVLDOLVDVL�&KLSHULQJ
�� )UDXG�
)UDXG� �NHFXUDQJDQ�� DGDODK� GLPDQD� VHEXDK� NHOHPDKDQ� SDGD� VLVWHP� \DQJ� GLHNSORLWDVL�XQWXN� PHQGDSDWNDQ� NHXQWXQJDQ�� $GD� GXD� WLSH� GDUL� IUDXG� \DLWX�� WHFKQLFDO� IUDXG GDQ�SURFHGXUDO�IUDXG�
���� 7HFKQLFDO�IUDXG

,QL� WLSH� IUDXG� GLPDQD� NHOHPDKDQ� MDULQJDQ� \DQJ� GLPDQIDDWNDQ� XQWXN� PHPEXDW�SDQJJLODQ� \DQJ� WDQSD� ED\DU� �IUHH� &DOO��� 6HEDJDL� FRQWRK�� VHUYLV� SDQJJLODQ� VHSHUWL� FDOO�IRUZDUGLQJ DWDX�FRQIHUHQFH GDSDW�GLWDZDUNDQ�NHSDGD�SHODQJJDQ�GHQJDQ�PHQFXUL�PRELOH�GHYLFH�Q\D�� 6LVWHP� VZLWFKLQJ� DWDX� ELOOLQJ� �WDJLKDQ�� GDUL� MDULQJDQ� VHULQJ� GDSDW� GLWHPEXV�ROHK�SDUD�KDFNHU��GLPDQD�IUHH�FDOO�DWDX�NHXQWXQJDQ�NHXDQJDQ�GDSDW�GLEXDW��3DGD�EHEHUDSD�NDVXV�\DQJ�HNVWULP�VLVWHP�ELOOLQJ�GDQ�VLVWHP�URXWLQJ�GDSDW�GLDPELO�DOLK�ROHK�SDUD�KDFNHU��8NXUDQ� GDUL� IUDXG XQWXN� WLSH� LQL� DGDODK� VDQJDW� WLQJJL�� NKXVXVQ\D� NHWLND� PRGLILNDVL�SHUDODWDQ� GLSHUOXNDQ�� )UDXG GDSDW� GLPLQLPDVL� GHQJDQ� PHODNXNDQ� GHVDLQ� IHDWXUH� \DQJ�EDLN�GDUL�DZDOQ\D�



��

���� 3URFHGXUDO�IUDXG
3DGD�WLSH�LQL�IUDXG GLDNLEDWNDQ�ROHK�HNSORLWDVL�SDGD�NHOHPDKDQ�SURVHV�ELVQLV��3DUD�DWWDFNHU�GDSDW�PHPSHUROHK�XDQJ�DWDX�\DQJ� ODLQ�GDUL�SHQJHPEDOLDQ�NHXQWXQJDQ��6HEDJDL�FRQWRK��IUHH�FDOO GDSDW�GLEXDW�GDUL�SHQFXULDQ�PRELOH�GHYLFH GDQ�PHQMXDO�FDOO NHSDGD�SLKDN�NHWLJD�GHQJDQ�UDWH�\DQJ� OHELK�UHQGDK�GDUL�RSHUDWRU�MDULQJDQ��8NXUDQ�IUDXG�XQWXN�WLSH�LQL�WHUKLWXQJ�OHELK�PXGDK�GDQ�OHELK�HIHNWLI�FRVWQ\D��-0DX�FRED�"

�� .HVLPSXODQ
3DGD� WXJDV� LQL�PHQJXUDLNDQ� NHDPDQDQ� SDGD� VLVWHP�*60�� WHUXWDPD� IXQJVL� SDGD�VHWLDS� IHDWXUH� NHDPDQDQ�� %DJDLPDQDSXQ� MXJD�� VLVWHP� *60� EXNDQODK� VLVWHP� \DQJ�VHPSXUQD�� PDVLK� WHUGDSDW� DQFDPDQ� GLGDODPQ\D�� 2SHUDWRU� MDULQJDQ� KDUXV� PHOLKDW� OHYHO�NHDPDQDQ� GDUL� DXWKHQWLFDWLRQ GDQ� HQNULSVL�� HQNULSVL� \DQJ� OHELK� EDLN� GDUL�$��$�� KDUXV�GLJXQDNDQ�VHEDJDL�SHQJJDQWLQ\D��
)UDXG� �NHFXUDQJDQ��GDSDW� WHUMDGL�NDUHQD�DGDQ\D�NROXVL�GHQJDQ�RUDQJ�GDODP��+DO�LQL�KDUXV�GLNHWDKXL�ROHK�SHODQJJDQ�NRQVXPHQ�VHKLQJJD�PHUHND�GLKDUDSNDQ�XQWXN�EHUKDWL�KDWL�GDODP�PHPLOLK�SURYLGHU�SHQ\HGLD�MDVD�VHOXOHU�

6LQJNDWDQ$��� $XWKHQWLFDWLRQ�$OJRULWKP�$��� &LSKHULQJ�$OJRULWKP�$��� &LSKHULQJ�.H\�*HQHUDWLQJ�$OJRULWKP�$036�$GYDQFHG�0RELOH�3KRQH�6\VWHP�$8&� $XWKHQWLFDWLRQ�&HQWHU�%6� %DVH�6WDWLRQ�&%&� &LSKHU�%ORFN�&KDLQLQJ�&(37� (XURSHDQ�&RQIHUHQFH�RI�3RVW�DQG�7HOHFRPPXQLFDWLRQ�$GPLQLVWUDWLRQV�&)%� &LSKHU�)HHGEDFN�&.61�&LSKHULQJ�.H\�6HTXHQFH�1XPEHU�'(6� 'DWD�(QFU\SWLRQ�6WDQGDUG�'6$� 'LJLWDO�6LJQDWXUH�$OJRULWKP�(&%� (OHFWURQLF�&RGH�%RRN�(76,� (XURSHDQ�7HOHFRPPXQLFDWLRQV�6WDQGDUGV�,QVWLWXWH�*06.�*DXVVLDQ�0LQLPXP�6KLIW�.H\LQJ�*60� *URXS�6SHFLDO�0RELOH�+/5� +RPH�/RFDWLRQ�5HJLVWHU�



��

,06,� ,QWHUQDWLRQDO�0RELOH�6XEVFULEHU�,GHQWLW\�.F� &LSKHULQJ�.H\�.L� ,QGLYLGXDO�6XEVFULEHU�$XWKHQWLFDWLRQ�.H\�/$,� /RFDWLRQ�$UHD�,GHQWLW\�/)65� /LQHDU�)HHGEDFN�6KLIW�5HJLVWHU�0R8� 0HPRUDQGXP�RI�8QGHUVWDQGLQJ�06� 0RELOH�6WDWLRQ�06&� 0RELOH�6ZLWFKLQJ�&HQWHU�1,67� 1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��206� 2SHUDWLRQ�DQG�0DLQWHQDQFH�6XEV\VWHP�5$1'�5DQGRP�1XPEHU�56$� 5LYHVW��6KDPLU��$GOHPDQ�6+$� 6HFXUH�+DVK�$OJRULWKP�65(6� 6LJQHG�5HVSRQVH�7$&6� 7RWDO�$FFHVV�&RPPXQLFDWLRQV�6\VWHP�706,� 7HPSRUDU\�0RELOH�6XEVFULEHU�,GHQWLW\�9/5� 9LVLWRU�/RFDWLRQ�5HJLVWHU
'DIWDU�SXVWDND
�� 'DYLG�0DUJUDYH��³*60�6HFXULW\�DQG�(QFU\SWLRQ´�RQOLQH�WHUGDSDW���KWWS���ZZZ�KDFNFDQDGD�FRP�EODFNFUDZO�FHOO�JVP�JVP�VHFXU�JVP�VHFXU�KWPO�� )X�<DR�.HYLQ�)DQJ��*60�	�*356�VHFXULW\��'HSDUWPHQW�RI�&RPSXWHU�6FLHQFH�8QLYHUVLW\�RI�&DSH�7RZQ��� 7KH�&ORQH��7KH�*60�6HFXULW\�7HFKQLFDO�:KLWH�SDSHU�IRU�������RQOLQH�WHUGDSDW���KWWS���ZZZ�KDFNFDQDGD�FRP�EODFNFUDZO�FHOO�JVP�JVPBVHFXULW\�KWPO�

http://www.hackcanada.com/blackcrawl/cell/gsm/gsm_security.html
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